Network Troubleshooting

Ada beberapa command pada linux yang dipakai untuk melakukan  konfigurasi dan troubleshooting jaringan :

Layer phisik

1. lspci

Merupakan tools yang berada pada layer 1, dipakai untuk mengecek apakah interface jaringannya sudah terpasang atau belum. Apabila ditemukan Network controller atau Ethernel controller, artinya perangkat jaringan sudah siap digunakan.
isbat@client1:~$ lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE Host-to-AGP Bridge (rev 01)

00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM (ICH4/ICH4-M) USB2 EHCI Controller (rev 01)

00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE Controller (rev 01)

00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) SMBus Controller (rev 01)

01:00.0 VGA compatible controller: Silicon Integrated Systems [SiS] 300/305 PCI/AGP VGA Display Adapter (rev 90)

02:02.0 Ethernet controller: 3Com Corporation 3c905B 100BaseTX [Cyclone] (rev 24)

02:08.0 Ethernet controller: Intel Corporation 82801DB PRO/100 VE (LOM) Ethernet Controller (rev 81)

isbat@client1:~$

2. mii-tool
Untuk melihat apakah linknya sudah ada atau belum, jika OK berarti kabel jaringan sudah tertancap dengan benar sesuai 
client1:/home/isbat# mii-tool

eth0: negotiated 100baseTx-FD, link ok

eth1: no link
3. dmesg | grep eth
Untuk mengecek ethernet card ada apa belum

client1:/home/isbat# dmesg | grep eth

[    2.491452] e100: eth1: e100_probe: addr 0xff6fe000, irq 20, MAC addr 00:07:e9:89:9e:f7

[  231.949000] ADDRCONF(NETDEV_UP): eth1: link is not ready

[  232.085632] eth0:  setting full-duplex.

[  249.944013] eth0: no IPv6 routers present

Layer datalink

1. arp 

Merupakan tools yang dipakai untuk melihat alamat NIC dari komputer yang terkoneksi secara langsung dengan kita.

client1:/home/isbat# arp -a

s0n6hyeky0.eepis-its.edu (10.252.44.99) at 00:15:f2:d6:74:d9 [ether] on eth0

eepis-dd36a416d.eepis-its.edu (10.252.44.111) at 00:08:02:35:66:6d [ether] on eth0

? (10.252.44.1) at 00:09:e8:8e:0f:80 [ether] on eth0

? (10.252.44.178) at 00:15:f2:d6:1b:ba [ether] on eth0

client1:/home/isbat#
Layer IP

1. ifconfig

Command yang dipakai untuk melihat interface dan alamat yang diberikan ke interface tersebut

client1:/home/isbat# ifconfig

eth0      Link encap:Ethernet  HWaddr 00:10:4b:0d:b5:7c

          inet addr:10.252.44.164  Bcast:10.252.44.255  Mask:255.255.255.0

          inet6 addr: fe80::210:4bff:fe0d:b57c/64 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:364022 errors:0 dropped:0 overruns:72 frame:0

          TX packets:30452 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:1000

          RX bytes:31042823 (29.6 MiB)  TX bytes:2518465 (2.4 MiB)

          Interrupt:18 Base address:0x8c00

eth1      Link encap:Ethernet  HWaddr 00:07:e9:89:9e:f7

          UP BROADCAST MULTICAST  MTU:1500  Metric:1

          RX packets:0 errors:0 dropped:0 overruns:0 frame:0

          TX packets:0 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:1000

          RX bytes:0 (0.0 B)  TX bytes:0 (0.0 B)

client1:/home/isbat#

2. route

Memeriksa tabel routing, menambah dan menghapus tabel routing

client1:/home/isbat# route -n

Kernel IP routing table

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface

10.252.44.0     0.0.0.0         255.255.255.0   U     0      0        0 eth0

0.0.0.0         10.252.44.1     0.0.0.0         UG    0      0        0 eth0

client1:/home/isbat#

3. ping

Memeriksa koneksi dengan protokol ICMP

client1:/home/isbat# ping 202.154.187.2

PING 202.154.187.2 (202.154.187.2) 56(84) bytes of data.

64 bytes from 202.154.187.2: icmp_seq=1 ttl=62 time=1.58 ms

64 bytes from 202.154.187.2: icmp_seq=2 ttl=62 time=1.37 ms

64 bytes from 202.154.187.2: icmp_seq=3 ttl=62 time=1.33 ms

^C

--- 202.154.187.2 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2006ms

rtt min/avg/max/mdev = 1.330/1.429/1.585/0.119 ms

client1:/home/isbat#

4. traceroute

Memeriksa jalur koneksi

client1:/home/isbat# traceroute 202.154.187.5

traceroute to 202.154.187.5 (202.154.187.5), 30 hops max, 40 byte packets

 1  10.252.44.1 (10.252.44.1)  0.508 ms  0.708 ms  0.909 ms

 2  10.252.1.1 (10.252.1.1)  1.113 ms  1.101 ms  1.084 ms

 3  mail.eepis-its.edu (202.154.187.5)  2.361 ms  2.353 ms  2.345 ms

client1:/home/isbat#

5. mtr

Command gabungan ping dan traceroute
client1:/home/isbat# mtr 202.154.187.5

                                                   My traceroute  [v0.73]

client1 (0.0.0.0)                                                                                   Wed Mar 11 22:27:12 2009

Keys:  Help   Display mode   Restart statistics   Order of fields   quit

                                                                                    Packets               Pings

 Host                                                                             Loss%   Snt   Last   Avg  Best  Wrst StDev

 1. 10.252.44.1

0.0%     4    0.5   0.5   0.5   0.5   0.0

 2. 10.252.1.1        

0.0%     4    0.9   1.0   0.9   1.1   0.1

 3. www.eepis-its.edu 

0.0%     4    1.9   1.7   1.1   1.9   0.4
Layer Transport

1. Netstat
Untuk mengetahui port berapa saja yang terbuka untuk koneksi pada PC
client1:/home/isbat# netstat -ntpu

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name

tcp        0     52 10.252.44.164:22        10.252.44.178:3014      ESTABLISHED 16130/sshd: isbat [

tcp        0      0 10.252.44.164:111       10.252.44.178:57777     ESTABLISHED 1770/portmap

client1:/home/isbat# netstat -natpe

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address           Foreign Address         State       User       Inode       PID/Program name

tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN      0          4471        1770/portmap

tcp        0      0 0.0.0.0:113             0.0.0.0:*               LISTEN      0          5987        3718/inetd

tcp        0      0 10.252.44.164:53        0.0.0.0:*               LISTEN      109        39743       15658/named

tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN      0          5093        2092/sshd

tcp        0      0 0.0.0.0:23              0.0.0.0:*               LISTEN      0          5984        3718/inetd

tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN      0          5405        2409/exim4

tcp        0     52 10.252.44.164:22        10.252.44.178:3014      ESTABLISHED 0          395288      16130/sshd: isbat [

tcp        0      0 10.252.44.164:111       10.252.44.178:57777     ESTABLISHED 1          11949       1770/portmap

tcp6       0      0 :::53                   :::*                    LISTEN      109        39738       15658/named

tcp6       0      0 :::22                   :::*                    LISTEN      0          5091        2092/sshd

client1:/home/isbat#

































