DomainKeys Identified Mail (DKIM) is a method for email authentication that allows an organization to take responsibility for a message in a way that can be validated by a recipient. The organization can be a direct handler of the message, such as the author, the originating sending site or an intermediary along the transit path; or an indirect handler, such as an independent service that is providing assistance to a direct handler. The need for this type of authentication originally arose because spam often has forged content. For example, a spam message may claim in its "From:" header field to be from sender@example.com, when it is not from that address, and the spammer's goal is to convince the recipient to accept and to read the email. Because the email is not from the example.com domain, complaining there is not useful. It also becomes difficult for recipients to establish whether to trust or distrust any particular domain, and system administrators may have to deal with complaints about spam that appears to have originated from their systems, but did not.

DKIM uses public-key cryptography to allow the signer to electronically sign legitimate emails in a way that can be verified by recipients. Prominent email service providers implementing DKIM include Yahoo, Gmail, and FastMail. Any mail from these organizations should carry a DKIM signature.[1][2][3][4]

DKIM also guards against tampering with mail, offering end-to-end integrity from a signing module to a verifying module, such as a mail transfer agent (MTA). In most cases the signing module acts on behalf of the author organization by inserting a DKIM-Signature header field, and the verifying module on behalf of the receiver organization, validating the signature by retrieving a signer's public key through the DNS.

DKIM, as stated by the DKIM Organization's homepage, is the result of merging DomainKeys and Identified Internet Mail. This merged specification has been the basis for an IETF Working Group which has produced a series of standards-track specifications and support documents. 
Yang perlu dilakukan untuk installasi Domain-Key

1. install DNS

2. install mail server

3. install dkim-filter

4. integrasikan ketiganya

Install DNS

1. install bind9 sebagai paket dns server

2. file konfigurasi di /etc/bind

3. Edit named.conf.local sesuaikan dengan domain yang kita buat dan reversnya


zone "training.net" {



type master;



file "/var/cache/bind/db.training";


};


zone "108.252.10.in-addr.arpa" {



type master;



file "/var/cache/bind/db.10";


};

4. Pada /etc/cache/bind buat file  db.training dan db.10

5. isi file db.training sbb : (sesuaikan dengan nama domain dan ip address server)

;

; BIND reverse data file for broadcast zone

; BIND data file for db.training

; /etc/cache/bind/db.training

;

$TTL
604800

@
IN
SOA
ns.training.net. root.ns.training.net. (




      1

; Serial




 604800

; Refresh




  86400

; Retry




2419200

; Expire




 604800 )
; Negative Cache TTL

;

@
IN
NS
localhost.

@
IN
A
127.0.0.1

meme
IN
A
10.252.108.110

mail
IN
A
10.252.108.110

web
IN
A
10.252.108.110

coy
IN
A
10.252.108.110

6. Isi file db.10 sbb : (sesuaikan nama domain dan ip address)

;

; BIND reverse data file for broadcast zone

;

$TTL
604800

@
IN
SOA
ns.training.net. root.ns.training.net. (




      1

; Serial




 604800

; Refresh




  86400

; Retry




2419200

; Expire




 604800 )
; Negative Cache TTL

;

@
IN
NS
localhost.

110
IN
PTR
localhost.

110
IN
PTR
meme.

110
IN
PTR
mail.

110
IN
PTR
web.

110
IN
PTR
coy.

7. restart dns


/etc/init.d/bind restart 

8. vim /etc/resolv.conf


search training.net


nameserver 10.252.108.110

8. cek dns dengan nslookup dan ping meme.training.net, mail.training.net, web.training.net, coy.training.net

Install Email Server
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Persiapan penempatan email ke direktori Maildir masing-masing user
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Buat user untuk mengirim dan menerima email
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Test seharusnya imap dan pop sudah jalan
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Starcing Nmap 4.62 ( http://mmap.org ) at 2010-05-19 03:49 PDT
Tnteresting ports on localnost (127.0.0.1):
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s reco/sxens I





Install Postfix


Pilih internet site


Isikan domain yang akan kita pakai
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Edit /etc/postfix/main.cf
· Hapus/comment baris mailbox_command=

· Tambahkan home_mailbox = Maildir/

Restart postfix

# /etc/init.d/postfix restart

cek postfix jalan atau belum 
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Jika ada error buka pada /var/log/mail.err dan perbaiki errornya
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Install squirrelmail sebagai webmail
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Aktifkan koneksikan squirrelmail ke apache
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Coba login ke http://no_ip_atau_domain_mail_server/squirrelmail dan login dengan user yang sudah ditentukan
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Header email sblm Domain-Key dikonfigurasi
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Return-Path: <hallo@training.net>
X-Original-To: hallo@training.net
Delivered-To: hallo@training.net
Received: from 10.252.44.145 (localhost [127.0.0.11)

by training.net (Postfix) with ESMTP id AS62C8E063

for <hallo@training.net>; Wed, 19 May 2010 05:18:35 -0700 (PDT)
Received: from 10.252.44.122

(SquirrelMail authenticated user hallo)

by 10.252.44.145 with HTTP;

Wed, 19 May 2010 05:18:35 -0700 (PDT)
Message-ID: <b947661dee5d£5088achbdba0adl07£67. squirrel@10.252.44.145>
Date: Wed, 19 May 2010 05:18:35 -0700 (PDT)
subject: sas
From: hallo@training.net
To: hallo@training.net
User-Agent: SquirrelMail/1.4.15
MIME-Version: 1.0
Content-Type: text/plain;charset=iso-8859-1
Content-Transfer-Encoding: 8bit
X-Priority: 3 (Normal)
TImportance: Normal




 
Header email stlh domain-key dikonfigurasi
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Return-Path: <hallo@training.net>

X-Original-To: hallo@training.net

Delivered-To: hallo@training.net

Received: from 10.252.44.145 (localhost [127.0.0.11)
by training.net (Postfix) with ESMTP id S813AASEOAB;

Wed, 19 May 2010 08:54:57 -0700 (PDT)

DKIM-Signature: v=1; a=rsa-sha256; c=simple/simple; d=training.net;
5=201002; t=1274284497; bh=K+8B8FuUAUPYCOXrnQrHO8WeR1TvVAilEpg+2zZODE3
DFw=; h=Message-ID:Date:Subject:From:To:Cc:MIME-Version:
Content-Type:Content-Transfer-Encoding; b=FODPRDwzAICOK/lutuMzogE/
rJ00e¥9d8g3dibkMOayT09+3XE] C5ZYQTOUX2KCE 9gb60PCUSUZHG+THQ3x8bqwNOKh
SBMByZuh/x5pEpyXpNILKQMwY4 TwD4LhwAhhzmwuQ/ FemFAHGXFRZH/KAkGus33s+Kz
0IZ+V2QRYOXGU=

Received: from 10.252.44.249
(SquirrelMail authenticated user hallo)
by 10.252.44.145 with HTTP;

Wed, 19 May 2010 08:54:57 -0700 (PDT)

Message-ID: <£64e98d40515260c6631b2c65e71640. squirrel@10.252.44.145>

Date: Wed, 19 May 2010 08:54:57 -0700 (PDT)

Subject: test Domain

From: hallo@training.net

To: uzzin@training.net

Ce: hallo@training.net

User-Agent: SquirrelMail/1.4.15

MIME-Version: 1.0

Content-Type: text/plain;charse

Content-Transfer-Encoding: 8bit

X-Priority: 3 (Normal)

TImportance: Normal






Install Domain-Key

Apt-get install dkim-filter
Generate key
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buka file 201002.txt dan copikan ke configurasi DNS

buka file domain kita misal /var/cache/bind/db.training , copi isi file 201002.txtdan insertkan ke file domain kita
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pindah file 201002.private ke folder /etc/dkim/
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Terdapat dua konfigurasi utam dari DomainKey dkim-filter, yaitu :
/etc/dkim-filter.conf

/etc/default/dkim-filter

Edit /etc/dkim-filter.conf

Aktifkan entrina berikut :

Domain rootbox.or.id
KeyFile /etc/dkim/201002.private
Selector 201002
InternalHosts /etc/dkim/internalhosts.txt
Mode sv
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Edit /etc/default/dkim-filter 

Aktifkan baris berikut : SOCKET="inet:8891@localhost
[image: image22.png]¢ Command-line options specified here will override the contents of
¢ /etc/diin-filter.conf. See dkim-filter(s) for a complete list of options.
#paEMON_OPTS=""

i

¢ Uncomment to specify an alternate socket

# Note that setting this will override any Socket value in dkim-filter.conf
#S0CKET="10cal: /var/run/dkin-filter/dkin-filter.sock” § default
#SOCKET="1net:54321" § listen on all interfaces on port 54321
SOCKET="1inet:8891010calnost™ # listen on loopback on port 12345
BSoCKET="inet:123450192.0.2.1" # listen on 192.0.2.1 on port 12345





edit /etc/postfix/main.cf, tambahkan dua baris berikut :

smtpd_milters = inet:localhost:8891
non_smtpd_milters = inet:localhost:8891 

Restart postfix, DNS dan dkim-filter

/etc/init.d/bind9 restart

/etc/init.d/postfix restart

/etc/init.d/dkim-filter restart

testing domainkey
Buka squirrelmail lakukan email antar email dan buka header mail
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Return-Path: <hallo@training.net>

X-Original-To: hallo@training.net

Delivered-To: hallo@training.net

Received: from 10.252.44.145 (localhost [127.0.0.11)
by training.net (Postfix) with ESMTP id S813AASEOAB;

Wed, 19 May 2010 08:54:57 -0700 (PDT)

DKIM-Signature: v=1; a=rsa-sha256; c=simple/simple; d=training.net;
5=201002; t=1274284497; bh=K+8B8FuUAUPYCOXrnQrHO8WeR1TvVAilEpg+2zZODE3
DFw=; h=Message-ID:Date:Subject:From:To:Cc:MIME-Version:
Content-Type:Content-Transfer-Encoding; b=FODPRDwzAICOK/lutuMzogE/
rJ00e¥9d8g3dibkMOayT09+3XE] C5ZYQTOUX2KCE 9gb60PCUSUZHG+THQ3x8bqwNOKh
SBMByZuh/x5pEpyXpNILKQMwY4 TwD4LhwAhhzmwuQ/ FemFAHGXFRZH/KAkGus33s+Kz
0IZ+V2QRYOXGU=

Received: from 10.252.44.249
(SquirrelMail authenticated user hallo)
by 10.252.44.145 with HTTP;

Wed, 19 May 2010 08:54:57 -0700 (PDT)

Message-ID: <£64e98d40515260c6631b2c65e71640. squirrel@10.252.44.145>

Date: Wed, 19 May 2010 08:54:57 -0700 (PDT)

Subject: test Domain

From: hallo@training.net

To: uzzin@training.net

Ce: hallo@training.net

User-Agent: SquirrelMail/1.4.15

MIME-Version: 1.0

Content-Type: text/plain;charse

Content-Transfer-Encoding: 8bit

X-Priority: 3 (Normal)

TImportance: Normal





Jika email online kirim ke yahoo akan dapat authentikasi sbb :
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