Installasi dan Konfigurasi Shorewall
1. Bangun topologi sbb :
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2. Install shorewall ( apt-get install shorewall shorewall-doc
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rootBupuntu:/home/ ishacd apt-get install shorewall

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed
shorevall-commen shorewall-shell

Suggested packages:
shorevall-doc

The following NEW packages will be installed;
shorewall shorevall-common shorewall-shell

0 upgraded, 3 mewly installed, O to remove and 15 not upgraded

Need to get 313KB of archives.

ifter this operation, 1S65KB of additional disk space will be used

Do you went to continue [¥/n12 |





3. Untuk instalasi berbasis debian biasanya file /etc/shorewall kosong, file-file rule default dapat di copy dari /usr/share/doc/shorewall/default-config serta contoh-contoh konfigurasi juga ada pada /usr/share/doc/shorewall/examples 
4. Buka file /etc/default/shorewall

Rubah startup = 0 menjadi startup = 1, Simpan file dan keluar
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5. Lakukan edit zone file pada /etc/shorewall/zones, lakukan definisi seperti pada topologi

zone loc adalah zona lokal 

Zona  fw mendeskripsikan mesin firewall itu sendiri
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6. Edit /etc/shorewall/interfaces
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7. Konfigurasi policy, policy harus ditentukan arah setiap zones yang ada, sebagai default sesi komunikasi antar zone.

Misal : dari loc ke fw bagaimana ?


Dari fw ke loc bagaimana ?
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8. File rule pada /etc/shorewall/rules, merupakan prinsip ACCEPT DROP pada shorewall. Misal dibuat DROP pada loc kef w untuk koneksi ping cara penulisan sbb :

[image: image7.png]& root@ubunt

: Jetcishorewall Ex

DROP Loz £u iemp

"rules” SL, 153C 1,1 Top |




9. Restart shorewall, jika ada pesan sbb :
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rootBupuntu:/ete/shorevallf vin /etc/default/shorevall
rootBubuntu:/ete/shoreval lf vin shorewall.cont

rootlupuntu:/ete/shoreval lf vin /etc/shorevall/rules
rootBupuntu:/ete/shorevallf /ete/init.d/shorevall restart

Restarting "Shorevall firewall”: mot done (check /var/log/shorevall-init.log).
rootBubuntu:/ete/shorevallf





Ada error pada konfigurasi shorewall cek pada file /var/log/ shorewall-init-log

Misal sbb :
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syslog  adn 10045 2011-04-30 06:25 syslog.
syslog  adn 10095 2011-04-29 06:25 syslog.
syslog  adn 10052 2011-04-28 06:25 syslog.
syslog  adn 10072 2011-04-27 06:25 syslog.
syslog  adm 10089 2011-04-26 06:25 syslog.
raot raot 134201 2011-04-15 19:03 udev
syslog  adn 61 2011-05-02 22:11 user.log
raot utnp 125568 2011-05-02 21:36 wemp
raot utxp 1154688 2011-04-30 19:45 wenp.
rootBupuntu: /var/ log# /etc/init.d/shorevall restart
Restarting "Shorevall firewall”: not done (check /var/log/shorevall-init.log).
rootBupuntu: /var/ log# vim /var/log/shorevall-init. log
rootBupuntu: /var/log§ tail -f shorewall-init.loy
Extended MARK Target: Available
HMangle FORVARD Chain: Available
Comments: kvailshle
adaress Type Match: Available
TCPHSS Natch: bvailable
Hashlimit Match: kvailshle
NFQUEUE Target: Available
22:1:53 Determining Zones...
ERROR: Zonme nawe longer than S characters: OPTIONS
Terminated





Perbaiki pada file yang error missal zone

Restart sekali lagi shorewall

10. Berikut pengaruh hasil konfigurasi shorewall 

Sebelum shorewall direstart, masih bisa melakukan ping
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\Docunents and Settings\isbat>ping 10.252.44.75
inging 10.252.44.75 uith 32 bytes of data:

10.252.44.75: byte:
10.252.44.75: byte:
10.252.44.75: byte:
10252144175 hytes=

10.252.44.75:
Packets: Sent = 4, Received

Approxinate round trip time:
Mininum = Ons, Maxinum = @ns, Average = Ons
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\Docunents and Settings\isbat>ping 10.252.44.75
inging 10.252.44.75 uith 32 bytes of data:

eply from 10.252.44.75: hytes=32 time<ims TTL-64
eply from 10.252.44.75: hytes=





Setelah shorewall di restart, dari loc tidak bisa melakukan ping
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\Docunents and Settings\isbat>ping 10.252.44.75
inging 10.252.44.75 uith 32 bytes of data:

10.252.44.75: byte:
10.252.44.75: byte:
10.252.44.75: byte:
10252144175 hytes=

10.252.44.75:
Packets: Sent = 4, Received

Approxinate round trip time:
Mininum = Ons, Maxinum = @ns, Average = Ons
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\Docunents and Settings\isbat>ping 10.252.44.75
inging 10.252.44.75 uith 32 bytes of data:





