Postfix denganTLS

Install paket

apt-get install postfix-tls sasl2-bin libsasl2 libsasl2-modules
 edit /etc/default/saslauthd menjadi sbb :

START=yes

MECHANISMS="pam"

edit /etc/postfix/sasl/smtpd.conf tambahkan/update baris berikut :

pwcheck_method: saslauthd
edit /etc/postfix/main.cf dan aktifkan SASL
smtpd_sasl_auth_enable = yes

smtpd_sasl_security_options = noanonymous

broken_sasl_auth_clients = yes

smtpd_recipient_restrictions =

        permit_sasl_authenticated,

        permit_mynetworks,

        reject_unauth_destination

Jalankan command sbb terminal

#rm -r /var/run/saslauthd/

#mkdir -p /var/spool/postfix/var/run/saslauthd

#ln -s /var/spool/postfix/var/run/saslauthd /var/run

#chgrp sasl /var/spool/postfix/var/run/saslauthd

#adduser postfix sasl

Restart postfix

/etc/init.d/postfix restart

/etc/init.d/saslauthd start

Generate SASL authentication sbb :

#perl -MMIME::Base64 -e 'print encode_base64("username\0username\0password");'
Lakukan telnet ke port 25 jika berhasil akan terdapat message seperti di bawah ini

jimmy@reptile:~$ telnet jimmy.co.at 25

Trying 80.237.145.96...

Connected to jimmy.co.at.

Escape character is '^]'.

220 kitana.jimmy.co.at ESMTP Mailserver

ehlo reptile.g-tec.co.at

250-kitana.jimmy.co.at

250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-AUTH NTLM LOGIN PLAIN DIGEST-MD5 CRAM-MD5

250-AUTH=NTLM LOGIN PLAIN DIGEST-MD5 CRAM-MD5

250 8BITMIME

AUTH PLAIN amltbXkAamltbXkAcmVhbC1zZWNyZXQ=

235 Authentication successful

