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Abstract

The xinetd (www.xinetd.org) is a more secure replacement for the internet services daemon inetd and is more efficient than the combination of inetd and tcp_wrappers. 

This article describes the easy installation at debian woody and one way to handle the basic configuration also during updates with dpkg. More sources will be mentioned. 
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1. Introduction

The basic target of inetd and also xinetd is to listen at special TCP-ports and to start the needed service if a connection is requested. Seems very easy ;-) 

One of the greatest advantages of xinetd is that there are much more configuration possibilities for security reasons. Its fans say, that it can all that what the inetd also can, but secure. It's not as easy, because if RPCs are needed, xinetd won't help, because it doesn't support them. But he can cooperate with inetd, so that this won't be a problem... 

The xinetd offers ACLs (Access Control Lists), large possibilities for logging, the possibility to start services only at special times, restrictions of the number of services to start and so on. 

This article will not describe the whole xinetd and all its possibilities, there are many good sources in the internet. As very good point of start I can recommend the official homepage at www.xinetd.org. There you can find much more links containing explanations and examples in detail. 

But this article will mention the debian specific Problems which will still occur at this time. 

1.1. Copyright and License

This document, xinetd HOWTO, is copyrighted (c) 2003 by Florian Schiessl. Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.1 or any later version published by the Free Software Foundation; with no Invariant Sections, with no Front-Cover Texts, and with no Back-Cover Texts. A copy of the license is available at http://www.gnu.org/copyleft/fdl.html. 

Linux is a registered trademark of Linus Torvalds. 

1.2. Disclaimer

No liability for the contents of this document can be accepted. Use the concepts, examples and information at your own risk. There may be errors and inaccuracies, that could be damaging to your system. Proceed with caution, and although this is highly unlikely, the author(s) do not take any responsibility. 

All copyrights are held by their by their respective owners, unless specifically noted otherwise. Use of a term in this document should not be regarded as affecting the validity of any trademark or service mark. Naming of particular products or brands should not be seen as endorsements. 

1.3. Feedback

Feedback is most certainly welcome for this document. Send your additions, comments and criticisms to the following email address : <olfi (at) debianhowto (dot) de>. 

1.4. Translations

Pointers to available translations are nice. Also your translators tend to give very important inputs. 

German Translation provided by Florian Schiessl <olfi (at) debianhowto.de> 

2. installing xinetd

2.1. installing needed packages

The change from inetd to xinetd is very easy at debian. 
debian:~# apt-get install xinetd

You can answer the questions about converting the current inetd configuration file with yes because the /etc/xinetd.conf doesn't exist or doesn't contain a current configuration. 
Do you want to convert /etc/inetd.conf file to /etc/xinetd.conf ? - yes

2.2. problems with the package management

At the moment the configuration file is as of the /etc/inetd.conf. But a problem occurs if packages will be installed or removed which should be / are started by the super daemon. In this case, dpkg the package management of debian, runs a script called update-inetd. The name says everything, it will only update entries in the /etc/inetd.conf, not in the /etc/xinetd.conf. 

The maintainers of xinetd at debian wrote in 1999, that they work for a solution of this problem, but until today, due to practical considerations, nothing happend. It will be better to find a own way to solve this, I think. 

How this will work is described in the following... 

3. maintain the configuration

Two ways are offered to update the xinetd configuration file easily after installing or removing packages, which only update the inetd configuration file. 

Both are described at /usr/share/doc/xinetd/README.update-inetd. Try a look at this. 

3.1. the script itox

A service configuration for inetd is one line. The script itox converts this one line from STDIN (standard input) to xinetd syntax and returns this on STDOUT (standard output). The result can easily added in /etc/xinetd.conf. 

There is one difference. If the service should be started through a TCP-wrapper (using the limits of /etc/hosts.allow and /etc/hosts.deny) the calling of the script looks a little bit different. 
why not use tcp-wrappers of xinetd?

At this point there's the question why not to use the tcp-wrapper possibilities of xinetd instead of the usual ones - more information can be found at the xinetd-Homepage at www.xinetd.org. 

Example 1. converting inetd service without TCP-wrapper for xinetd

Here's an example call of itox for the SMTP service (in this case the MTAexim). 
debian:~# echo "smtp stream tcp nowait mail /usr/sbin/exim exim -bs" | itox

service smtp

{

        socket_type     = stream

        protocol        = tcp

        wait            = no

        user            = mail

        server          = /usr/sbin/exim

        server_args     = -bs

}

Example 2. converting inetd service with TCP-wrapper for xinetd with itox 

The same as above but now using TCP-wrappers 
debian:~# echo "smtp stream tcp nowait root /usr/sbin/tcpd /usr/sbin/in.smtpd" \

| itox  -daemon_dir /usr/sbin/tcpd

service smtp

{

        socket_type     = stream

        protocol        = tcp

        wait            = no

        user            = root

        server          = /usr/sbin/in.smtpd

}

After updating the configuration file the xinetd have to be restarted. 
debian:~# /etc/init.d/xinetd restart

3.2. the script xconv.pl

The script xconv.pl follows a different way than itox. It reads the whole inetd configuration file from STDIN and returns a xinetd like configuration to STDOUT. It's possible to put in the whole configuration file and replace the xinetd configuration file. 

Example 3. converting inetd.conf with xconv.pl completely for xinetd

The call should be like this: 
debian:~# xconv.pl < /etc/inetd.conf > /etc/xinetd.conf

If you will alter the /etc/xinetd.conf manually to fit your own requirements. (this is usually the sense of replacing inetd with xinetd - you want to use the better and more flexible configuration possibilities of xinetd), it's not a good solution to replace the whole configuration file everytime there's an update - you will lost your own changes! 

Anyway you can use xconv.pl. Simple redirect the output to an tempfile or STDOUT (screen) and add the part you will update using copy and paste to the /etc/xinetd.conf. Don't forget to restart xinetd. 
debian:~# /etc/init.d/xinetd restart
